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BBeaenue

ModBus — KOMMYHUKAIlMOHHBIH TPOTOKOJ, OCHOBAaHHBI Ha KJIMEHT-CEPBEPHON apXHUTEKTYpeE.
Pazpabotan ¢pupmoit Modicon asist HCIIONB30BaHMS B KOHTPOJUIEpax ¢ mporpammupyemoit orukoit (PLC).
Cran cranmaptoMm Jae-(GakTo B MPOMBINIICHHOCTH W IIWPOKO TMPUMEHSETCS JJII OpraHU3allud CBS3U
MPOMBIIIJICHHOTO  3JIEKTPOHHOTO  oOopynoBaHus. Mcmonb3yeT [Ansi mepefadyd  JaHHBIX — Yepes
noclieioBaTebHble THHUH CBsi3u RS-485, RS-422, RS-232, a takxke cetn TCP/IP. B Hacrosimiee Bpems
MO IJIEPKUBACTCSI HEKOMMepueckor opranu3anueii ModBus-IDA.

CymectByroT Tpu pexxuma nporokona: ModBus/RTU, ModBus/ASCII u ModBus/TCP. IlepBrie nBa
HCIOJIB3YIOT MOCTIEI0BaTeNbHbIE JIMHUN CBA3H (B OCHOBHOM RS-485, pexe RS-422/RS-232), nocnennuit
UCTIONb3YeT Juid nepeaayun naHHbix cetu TCP/IP.

Monayne cOopa [OaHHBIX MPEIOCTABISIET BO3MOXKHOCTH COOMpaTh HH(DOPMAIMIO Yy Pa3TUYHBIX
ycTpoiicTB mo mnporokoay ModBus Bo Bcex pexumax. Takxke MoayleM peanu3yroTcs (QYHKIUH
TOPU30HTAJIBHOTO PE3EPBUPOBAHUS, & UMEHHO COBMECTHOW pabOThl C YAAJEHHOW CTaHLMEW 3TOrO-Ke
ypoBHA. B TO ke BpeMsi MOAyJIb IPOTOKOJIA MO3BOJIAET c(hOPMUPOBATH U BBIJATH AAHHBIE MO MPOTOKOIY
ModBus B pa3nuyHBIX pexHMax M 4Yepe3 HMHTep(heilcCHl, MOAICpKHBAEMbIE MOJIYISMH IOJICUCTEMBI
«Tpancnoptsi».



1. O0uree onucanue nporoxoja ModBus

[Tporokon ModBus/RTU mnpenmonaraer oaHO Bemyliee (3ampaiidBaroiiee) YCTPOMCTBO B JIMHHUH
(master), KOTOpoe MOXKET IepeiaBaTh KOMaH/Ibl OJTHOMY HJIM HECKOJIBKHM BEIOMBIM YCTpoicTBaM (slave),
oOpaliasch K HMM [0 YHUKQJIbHOMY B JIMHUU ajapecy. CHHTAaKCHC KOMAaHJl MPOTOKOJA IO3BOJISET
azpecoBaTh 247 yCTpOMCTB Ha OJHOM JUHMHU CBsi3M cTaHgapta RS-485 (pexxe RS-422 mnm RS-232). B
ciydyae ¢ pexxumom TCP anpecanusi MCKIIIOYE€HAa M3 MPOTOKOJIA, IOCKOJIBKY BBINOJHSETCS Ha YpOBHE
TCP/IP crexka.

WNuunmaTtuBa mpoBeneHuss oOMeHa BCEria MCXOAHWT OT BEAYyLIETro YCTpoiicTBa. Bemombie ycTpoiicTBa
MPOCITYIIUBAIOT JIMHUIO CBSI3U. MacTep momaér 3ampoc (MOChUIKa, MOCIEA0BATEIbHOCTh OAalT) B TUHUIO U
MEePEXOJUT B COCTOSIHUE MPOCIYLIMBAHUS JIMHUM CBA3U. BenoMoe ycTpoHCTBO OTBEYaeT Ha 3ampoc,
npuiIeanui B ero agpec. OKOHYaHHE OTBETHOM MOCBUIKH MAacTEp OMpPENEseT 0 BPEMEHHOMY MHTEPBATY
MeXy OKOHYaHUEM TMpHuéMa Mpeablayiero 6aiita u HauyajaoM npuéma cienyromiero. Eciau 3ToT unTepsan
MPEBBICKIT BpeMsi, HeoOXoaumoe i mpuéMa monropa Oaita Ha 3aJaHHOW CKOPOCTH Tepenadu, Mpuém
¢dpeitma oTBeTa cumraetcs 3aBepiiEéHHBIM. DpeiiMbl 3ampoca u oTBeTa 1Mo MpoTokoiay ModBus umeror
(buKcupoBaHHBIH (hopMmart.

1.1. Anpecanust

Bce onepanuu ¢ AaHHBIMU NPUBSA3aHBI K HYIIO, KQKIbIH BUJ JTAaHHBIX (PErHCTp, OUT, pErucTp BXoja
M 6uta Bxoja) HaunHatores ¢ aapeca 0000 u 3akanunBarotes 65535.

1.2. CranpapTHblie KOAbl GyHKIUA
B npotoxosne ModBus M0O>XHO BBIZICIUTHh HECKOJIBKO MOAMHOXKECTB KomaHn | (Tabmuma 1).

Ta6auna 1: [ToqmMHOXKEeCTBO KOMaH 1 mpoTokojia ModBus

IMogmMHOKECTBO JluanazoH KoaoB
CrangapTHbie 1-21

PesepB st pacupeHHbIX GyHKIUNR 2264
[Tonw3oBarenbckue 65-119

Pe3epB 1711 BHYTPEHHUX HYK/T 120-255

Mopynem cOopa naHHBIX UCToNb3yoTcs komauabl 0x03 u 0x06 nmst yteHus u 3anucu peructpos, 0x01
u 0x05 myst urenust u 3anucu 6utoB, 0x02 u 0x04 my1st 9TeHUs perucTpa u OuTa BX0J1a COOTBETCTBEHHO.

Moy ipoTokoiia oopabdateiBaet 3anpockl komanaamu 0x03 u 0x06 1ys 9TeHus U 3aIUCH PETHCTPOB,
0x01 u 0x05 muIst yTeHns ¥ 3aIKUCHA OUTOB.



2. MoayJb peaju3anyuu NPoToKoJaa

Moayns mporokona ModBus comepkut ko peanusanuy MpoTokoidbHOM yacth ModBus, a muMeHHO
ocobeHHOCTH BapuaHToB MpoTokooB ModBus/TCP, ModBus/RTU u ModBus/ASCII. Monynb
IMPOTOKOJa, COBMECTHO C BBI6paHHI)IM TPAHCIIOPTOM, AKTUBHO HUCIIOJIBL3YCTCA MOAYJICEM c60pa JOAHHBIX JI51
OCYIIIECTBIICHUSI HETOCPEICTBEHHBIX 3ampocoB. [10CKOIbKY MOIyNTh MPOTOKOJA SIBJISETCS aBTOHOMHBIM,
TO, MWCIONB3ysd €ro, MOXKHO CO3/1aBaTh JONOJHMUTEIbHBIE MOAYIH cOOpa JaHHBIX IOCPEICTBOM
HeCcTaHJapTHHIX pyHKUMI pacmmpenus ModBus paznuunoro o60pyoBaHusl aBTOMaTH3AIUH.

2.1. API ¢pyHKUMH UCXOASIIIIUX 3AMIPOCOB

API GyHKIMHM HUCXOIAIIMX 3alpOCOB OnepupyroT oomeHom Osiokamu PDU, 3aBépHyThiMu B XML-
MAKETHI CO CIIEAYIOLIEH CTPYKTYpOU:
<prt id="sId" reqTm="reqTm" node="node" reqTry="reqTry">[pdu]</prt>

I'ne:
« prt - UMs Tera 3ampoca ¢ HazBaHUEM ucmoyib3yemoro BapuaHTa mpotokona (TCP, RTU wmu
ASCID).
« sld - upeHTHUKATOP HMCTOYHUKA 3ampoca. Vcmonb3yeTcst Ui MOMELICHHS B MPOTOKOJI
BBIXOJHOT'O MTPOTOKOJIA.
- reqTm - Bpems 3ampoca, a UMEHHO BpeMsi, B TeU€HHE KOTOPOTr0 OXKHJIaTh OTBETA.
« node - HOMEp y3J1a Ha3HAUYCHUA Wi uaeHTugukatop rouuta ModBus/TCP.
« reqTry - KOMWYECTBO TOMBITOK IMOBTOPEHUS 3ampoca C OMMOKONH B orBere. TOnbKO uis
BapranToB ModBus/RTU u ModBus/ASCII.
+  pdu - HETOCPEACTBEHHO OJIOK FOHHUTA JaHHBIX npoTokoia (PDU) ModBus.

PesynpTupyrommuii pdu 3amenser pdu 3ampoca B XML-nakeTe, a Takke ycTaHaBIuBaeTcs aTpuoOyt "err"
C KOZIOM U TEKCTOM OIIMOKH, €CITH TAKOBa NMella MECTO.



2.2. O0cayxuBaHMe 3aIPOCOB 110 NPoToKoay ModBus

BxopHast yacTb 00CIIyKMBaHUS 3aIIPOCOB K MOAYJIIO MPOTOKOJIA OCYIIECTBIIET IPOBEPKY U 00paboTKy
3aIPOCOB TTOCPEICTBOM OOBEKTOB Y3IIOB, MPEIYCMOTPEHHBIX MoyseM (puc.l). daktiuuecku peamusyercs
MEXaHU3M, NO3BOJSIOMUI BeIMONHATE cuctemMoir OpenSCADA poab cepepa ModBus/TCP  wnm
nongunHEHHOTrO yctpoiictBa ModBus/RTU u ModBus/ASCII. Takum oOpazom cuctema OpenSCADA

MoJIy4acT BO3MOKHOCTD UCIIOJIB30BATHCA B POJIN J11000ro0 yY4aCTHHKA cereii ModBus.
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Puc.1. Bkiagka nmepedss y3;10B 00CITyKUBaHHSI BXOISIIUX 3aIIPOCOB ITPOTOKOJIA.

Y3en npoToKoia SKBUBAICHTEH QU3HYECKOMY Y311y ycTporicTBa cetrt ModBus. Y3en mpoTokona MoxeT

paboTaTh B TPEX peKUMAX:

« "JlanHble" - pexxuM oTpakeHus AaHHbIX cucTteMbl OpenSCADA Ha MaccuBBl PErMCTPOB U

outoB ModBus ¢ nepegaueii ux 1o 3anpocy KIMESHTCKOTO y3j1a Wi MacTepa.

- "Ulmo3 y3ma" - pexuM MepeHampaBiieHus (LIUTIO30BaHMs) 3allpOCOB K Y31y B JIPYrod CeTH

ModBus uepe3 gaHHbIH y3ed.

+ "llImro3 cetn" - pexxuM NEpeHANPABJICHH 3alIPOCOB K JOO0OMY Y31y B Apyryto cetb ModBus,

(aKkTHUECKH BBIMIOJHSS MHTET a0 HeCKoNbKuX ceteid ModBus B onny.

ITockonbKy y3JI0B IPOTOKOJIA MOKET OBITh CO3JaHO MHOXECTBO, TO IIOJY4aeTCsl, YTO Ha OJHOM
uHTepdeiice, T.e. B OAHOM ceTu, ogHa ctaHus Ha ocHoBe OpenSCADA MoxeT npo3padHo NpeaCTaBIATh

HECKOJIBKO y37I0B ceTd ModBus ¢ pa3nnyHbIMU TaHHBIMH.

Paccmotpum ocobeHHOCTH KOH(MUTYpaIiH y371a MPOTOKOJIA B Pa3IMUHbIX PEKUMAaX.



Pexum y3i1a nporokoJia «/laHHbIe»

Pexxum ucnonp3yercs 1uist oTpakeHus JaHHbIX cucteMbl OpenSCADA Ha MacCcHUBBI pEeTUCTPOB U OUTOB
ModBus. O6mrast koHbUTYpaIus y3j1a OCYIIECTBISETCS BO BKIIAJIKe «Y3em» (puc.2) mapaMmeTrpamu:

« CocrosiHue y3na, a UMEHHO: cTaTyc, «Bkimouen» u ums bJl, coneprkarueil kondurypauuto.

«  HWpentuduxarop, UMs ¥ ONMCAHUE y3Ta.

+ CocrosiHME, B KOTOPOE NEPEBOIUTH y3€Il MU 3arpy3ke: «Brirouen».

« Anpec y3na cetu ModBus ot 1 o 247.

+  Bxopgsmuii TpaHCIOPT, K CETH KOTOPOrO OTHOCHUTCS y3ell. BwiOupaercs U3 mepedHs BXOJIHBIX
TpancnoptoB nojacuctemsl «Tpancropte» OpenSCADA. VYka3aHue B KauecTBe TpaHCIIOpTa
cuMBoja "*" nmemaeT maHHBIN y3el ydacTHHKOM Jito6oi cetn ModBus ¢ 06paboTkoii 3amrpocoB OT
100010 TpaHCIopTa.

+ BapuanTt nporokona ModBus, 3ammpocsl B KOTOpOM J0JKeH 00pabaTeIBaTh y3em U3 crucka: Bee,
RTU, ASCII, TCP/IP.

+  Bpi0op pexxnMa, B JTaHHOM CIydae 3TOT peXuM «JlaHHBIE».

+ Tlepuon obcuéra MaHHBIX B CEKYHIaX. YKa3bIBaeT MEPHUOJIUYHOCTH 00paOOTKH (POPMHUPYEMBIX
JUI 3allpOCOB JIaHHBIX, a UMEHHO Tabiuubl AaHHbIX ModBus, mporpammbsl o0cuéra AaHHBIX U
oOciry>kuBaHue cchUIoK Ha aHHble OpenSCADA.

VY3510M B 3TOM pexume 00padaThIBAlOTCS CIeIyIONUe CTaH1apTHbIe KOMaH bl IpoTokosa ModBus:

+ 0l - urenue rpynisl OUTOB;

+ (3 - yTeHuE TPYIIbl PETUCTPOB;

+ (5 - ycTaHOBKa OJJHOTO OHTA;

+ 006 - ycTaHOBKA OJHOTO PETUCTPA.

Penaktvpoeanne Bun  Nowmows QTStarter

B OO ==X 1l 20 2 e

|"“‘“ =] V3en: test
g SSsL
g Coketh Yaen AlaHHble | CeAzn ]
=) MocnenoeaTenbHbIA MHT |
=} BxogHod TpaHdciops — COCTOAHN
Test ModBus Cratyc: Bkmouen. BEpewa oSpaGotkn 0.05 uc. 3anpocos 9073. Npountano 3.024e+04 perucTpos,
= Ba.:x;,:;oﬁ TPaHCTof 1.815e+04 GuToB. Zanucao 0 perucTpos, 0 GHTOB.
r
El- @ TPaHcnopTHble NpoToK Brniaven: (]
HTTP-peannzaung =1 ['_' |vl
il :;ZCB'LE;HHHH NpCToRD Kontury paus
test 10 test
gate UIEN [
=) J CEop LaHHbIX
S Mogys: Onucadne:
TpaHcnopTep KTy
= ModBus
testTCP
testRTU
DCON knwvedT
SMMP EnrenT Brmiouats: [+
ERCUHBIA B BIYAC 1AT] Aapec: [:@
$8 Coop manmex c—
ZEyKOREA KapTa Bxog awmid TpaHcnopT: [ - | vl
Norndeckui ypoeer MpoTokon:
Bbivwc nvTens Ha @
CHop LaHHbx Sieme Peaim:
Diamond nnatsl ‘3&@ Mepwol, oBcYETa AaHHbIX (C): [:]
GLubnuoTexa wabnodos:|
[ (1]
{De moStation/sub_Protocolmod_ModBus/in_test@a2indPeist2a2istatus E|

Puc.2. Bxnagka «Y3em» cTpaHulbl KOHGUTYpaIMK y3Jia IPOTOKOJIa B peXuMe «JlaHHBIEY.
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Jnst popmupoBaHuss TaOIUIBI OTpa)keHHsl AaHHBIX ceTH ModBus, a MMEHHO PErucTpoB U OHUTOB
npexycMmarpuBaercs Bkiaaka "Jlanneie" (puc.3). Briagka "/lanHbpie" coaepKHUT TaOIUIy MapaMeTpoB M
nmporpamMmy 00pabOTKH MapaMeTpPOB C YKa3aHHBIM SI3BIKOM IMPOTPAMMHUPOBAHUSI JOCTYITHBIM B CHUCTEME
OpenSCADA. Tabnuua coaep XUt napamerpbl CO CBOMCTBAMHU:

« Id - unenTudukaTop napamerpa. SABsieTcs KIFOYEBBIM JUIs (POPMUPOBAHUS TAOIUI] PETUCTPOB H
outoB ModBus. Jlns yka3zaHus TOTO, YTO JaHHBIM Mmapamerp sBiseTcss peructpoM ModBus,
HeoOxoaumo uaeHTudukarop 3anucarb B Buae "R[NJw", rme N - uncino Homepa peructpa ot 0 10
65535, a w - HeoOs3aTeIbHBIN CUMBOJI, YKa3bIBAIOIIUH Ha BO3MOKHOCTh YCTAHOBKH €T0 3alPOCOM
ModBus, wnampumep: R23, R456, R239w. [ns ykazanus Outa ModBus Heobxommmo
unentuduxatop 3anucath B Buae "C[N]w", rae N - yncio Homepa Ourta ot 0 go 65535, a w -
HeoOs3aTeNbHBI CHUMBOJ, YKa3bIBAIOIIMI Ha BO3MOKHOCTh YCTaHOBKM ero 3ampocom ModBus,
Hanpumep: C437, CO, C39w. Bce ocranpHble mapaMeTpbl, HE MONABIIME IO BBIIIECYKa3aHHbIC
MpaBWia, SBISAIOTCSA BHYTPEHHUMU M HCIOJNB3YIOTCS Ui  Pa3iIMYHBIX IMPOMEKYTOUHBIX
BBIYHCIICHHH, 00paboTKU U TIpeoOpazoBaHusl.

«  Uwmsa - ms mapaMeTpa, UCTIOB3YETCS 711 UMEHOBAHUSI CBA3H.

« Tun - Tun napamerpa u3 cnucka: "BemecrBennsiit", "Lensiid", "Jlornueckuit" u "Ctpoka". [ns
peructpoB u OutoB ModBus wmmeer cmbicn ycranaBnuBath Llensni" w "Jlormdeckwmii" THI
COOTBETCTBEHHO.

« Ceéa3v - IIpu3HaK TOro, 4TO JAAHHBIN HapaMeTp IOJKEH CBS3bIBATHCS C aTpUOYTOM MapameTpa
noacuctembl "COop maHHBIX". YKa3zaHHbIE 3THM (PJIaroM CBSI3M YCTaHABIMBAIOTCS BO BKJIAJIKE
"Cszu".

3uauenue - icxoqHoe WK TEKyIllee, €ClIN y3ell BKIIIOUEH, 3HaU€HHEe TapaMeTpa.

B Tabmuiie no yMoT4aHUIO ONMpPEAEsIFOTCSl HECKOIBKO TapaMeTpOB CIEHUaTIbHOTO 3HAYCHHS:
« [ frq - vacTora BeIYHCICHUS TaOIHIIBI TPOTPAMMON;
- f start - IpU3HAK NEPBOTO UCIOIHEHHUS, 3aITyCKa, TIPOTPaMMBI.
« [ stop - IpU3HAK MOCIIEAHETO UCTIOJIHEHHSI, OCTAaHOBA, IIPOTPAMMBI.
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Puc.3. Bxmanka «/lanubie» cTpaHUIbl KOHGUTYpAIMHU y371a POTOKOJIA B pexuMe «J[aHHbIeY.

Jlnst yka3aHHBIX B KaUECTBE CBS3EH MapaMeTpOB MOXKHO YCTAHOBUTH CBSI3H TOJIBKO JJISi BEIKJIFOUEHHOTO
y3J1a IPOTOKOJIa BO BKJIaAKe «CBsizn» (puc.4).
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Puc.4. Bxinagka «CBsi3m» CTpaHHIIBI KOHQUTYpAIMH y3J1a TPOTOKOJIA B pexkuMe «JlaHHBIeY.
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M y3Ja nporokoua «lar3 y3aa»

Pexxum mcnosp3yercst st mpodpoca 3ampocoB K OTIEIBHOMY YCTPOWCTBY B Apyroit ceth ModBus B

CCTh

ModBus, mist xoTopoil ckoHGUTypupoBaH MAaHHBIA y3en. OOmias KoHuUrypanus y3ia

OCYILECTBIISICTCS BO BKJIAKE «Y3em» (pHc.S) napaMeTpamu:

+ CocrosiHue y37a, a UMEHHO: cTaTyc, « Bkimouen» u ums b1, coneprkareii konpurypanuto.

- Wnentuduxatop, UMs U onucaHue y3na.

+ CocrosiHHe, B KOTOPOE NEPEBOIUTH Y3€II MpH 3arpy3ke: « Bximoueny.

« Anpec y3ma cetu ModBus ot 1 10 247.

+  Bxopmsmuii TpaHCIOPT, K CETH KOTOPOTO OTHOCHUTCS Yy3ell. BwiOupaercs U3 mepedHst BXOJHBIX
TpancnoptoB mnojcucteMbl «Tpancmoptey OpenSCADA. VYka3zaHue B KadecTBE TpaHCIOpTa
cuMBosa "*" nenaer MaHHBIN y3es ydyacTHUKOM Jto00i cetn ModBus ¢ 06paboTkoii 3ampocoB oT
0000 TpaHCIOPTA.

- BapuanTt npotokona ModBus 3ampockl B koTopoM aoikeH oOpabaTeiBaTh y3eln U3 crucka: Bee,
RTU, ASCII, TCP/IP.

+  Bwibop pexuma, B JaHHOM citydae 3TOT pexxuM «I11mro3 y3may.

« TpaHcnopT, B KOTOpbHIH MEpeHANpaBisATh 3alpoC, W3 MEPEeYHS HCXOMIALIMX TPAHCIOPTOB
noacuctemsl « TpaHcnoOpThI.

« IIpoTokos B KOTOpPOM HEpEeHaNnpaBIATh 3aIpocC.

« Anpec y3ma cetu ModBus, ot 1 10 247, B KOTOpYIO TIepeHANPaBIISETCS 3ampoc.

Pann  Pepaktuporavwe  Bun  MNomows QTStarter
3 ---\ = ~
- 3 200 @9
@ E.‘g @ G | =5 X oy W &= k.9
ma B
| ¥sen: gate
Test ModBus
=} BoixogHod TRadciopT. Yaen
Exlar
[} (aiy TpaHcnopTHblE NPOTOKC LI — CocToAHWE [E]
ATTP-peannaaiaa CTaTyc: Bxmiouen. 3anpocos 0.
CoSCTESHHBIA NPOTOKON Ci—
£l ModBus Brnouen: W
test EAL: [ |_]
gate
= |+ COopaaHHbix — KoHtbury paums
= Mogyns: ID: gate
TpaHcnopTép WCTOYHW "
MA:
= ModBus [
testTCP ONKC aHme:
testRTU
DCON knmenT
SMNMP gnuvenT
BEnoydbifl BbIMWC TMTEND
R CEop LaHHbIX CWCT|
3eyKOBAR KapTa Brmouate: [ |
A Aapes:
Bblywc nuTENL HA java n )
Cop aaHHbIx Skemans Bxou 8 Wi TRaHc nopT: [Sockets.testModBus |v]
Diamond nnatel cBopa |
Bubnuorexa wabnoHos:
@ Cneumantysie B TpaHcnopt: [Sar'ﬂl.axh:-lr |v]
@l MonbaceaTensckne MHTEpd
€y ¥Ynpaenedve mogynamm  — B npotokon:
3 e (- :
# LoopSSL
[[romen]

Puc.5. Bxnagka «Y3em» cTpaHulibl KOHGUTypaluy y3ia IpoTokoina B pesxkume «I1mo3 y3may.
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Pexum y3na nporokoJia «Iliaro3 cetw»

PexxuMm ucnonb3yetces i mpodpoca 3anpocoB CETH LETUKOM B Apyryto ceTb ModBus u3 cetu ModBus
JUIST KOTOPOW CKOH(UTYPUPOBAH JaHHBIA y3en mnpoTokoja. OOmas KoHPUTypamus y3ia MpoTOKoJa
OCYILECTBIISICTCS BO BKJIAKE «Y3em» (pHc.6) mnapameTpamu:

« CocrosiHue y371a, a UMEHHO: cTaTyc, «Bkimouen» u ums b1, coneprkareii kondpurypanuto.

« Wpentuduxarop, uMs 1 oNucaHue y3ia.

+ CocrosiHUE, B KOTOPOE NIEPEBOJUTDH Y3€1 IIpHU 3arpy3ke: « Bxirouen».

+  Bxopmsaumuii TpaHCTIOPT CETH, W3 KOTOPOH MPOOpackIBAIOTCS 3ampockl. BeiOupaeTcs u3 nepedHs
BXOJIHBIX TpaHCHOPTOB nozcucteMsl « ITpancnopte» OpenSCADA.

+ BapuanT nporokora ModBus, 3arpockl B KOTOpOM J0DKeH 00padaTeiBaTh y3ei U3 crucka: Bee,
RTU, ASCII, TCP/IP.

+ Bri0op pexuma, B 1aHHOM citydae 3ToT pexxuM «11lnto3 cetny.

« Tpancropt cetu, B KOTOPYIO MEPEHAIPABIATH 3alpOC, U3 MEPEUHs] UCXOISANIMX TPAHCIOPTOB
nozacuctemsl « TpaHcopThI».

+ IIporokos B KOTOpOM IepeHanpasisaTh 3aIpoc.

-+ QT OpenSCADA KoHthMrypaTop

®afn  Penaktupoeavne Bun  Mowmows QTStarter
= — : P o
88 OV0V0O0 =X Ll 200 2@
[ ws =] Yaen: gate
Test ModBus
[} BuixogHod TpaKciopT: m
Exlar
=l i TPaHCNOPTHBIE NPOTOKON b — CocToanue
HTTP-peannzauna L CTaTyC: OTRmOYEH.
CoGCTEGHHBIA NEOTOKDN CIx
= ModBus Brmouew: [
e [ B
gate
£l | Coop aanubix — KoHdpury pauua
=l Mogyme: D! gate
TpaHcnopTép WCTOYHK . [
= ModBus
testTCP Cnwnc aHne:
testRTU
DCOM knmeuT
SNMP knwnedT
EncuHBIA BEIYIAC NUTENB
R CEop AaHHBIX CcT]
3pykoRan kapTa Brniouats: | |
ﬂornuscml?lypoulauh Bxod WM TpaHc nopT: [Sccksts.hastModBus |vl
By naTens Ha ava n
Cop LaHHbix Siemens MpoTokon: =
Diamond nnatsl cﬁopa,_ Y— H
Eufinmoreka walnoos:
| Apxuebl B TpaHcnopt: [Sar'al.exhr |vl
{9 Cneunanbhbie Bl ST ERET) n
I!l Monkz2oEaTENECKUE MHTach
L] !Tnaunaunammvnn[a&_ulz]'
[J[romar|

Puc.6. Britanka «Y3em» cTpanuiibl KOH(pHUrypamun y3ia npotokoja B pexkume «I1Imo3 cetny.
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2.3 Otuét 3anpocoB ModBus

JUis  BO3MOXHOCTH KOHTPOJS 32 KOPPEKTHOCTBIO — OCYIIECTBIICHUS
KOMITOHEHTAaMH MOJyJIeM MPEIOCTABIISETCS BO3MOXXHOCTh BKIIIOYCHHUS OTYETA 3allPOCOB, MPOXOSIINX
yepe3 MOJyJb mpoTokosia. OTUéT BKIIOYAETCS YKa3aHHUEM HE HYJIEBOTO KOJHMUYECTBA 3alHcedl BO BKJIAJE
«OT4€T» CTpaHUIIBI MOYJISl TPOTOKOJA (pHUC.7).

| OT OpenSCADA KoHtMrypaTop

©ain  Penaktwpoeadue  Bun  MNoMmowb

88000 =
|HM;| [+]

QT Startar

= 200 89

Pa3sIMIHbIMU

= =

SMNMP knveHt
BERCUHBIA BBIYWAC NKAT]
R CEOp AaHHBIX O
ZpyKkOEBaRA KapTa
Normeckni ypoeer
Bel4wc nuTEns Ha Ay
CEOp AaHHbIX Siemg
Diamond nnatel o6
EvAnuoTaxa wabnodos:
[ ] Apxuenl
4 CneuwaneHele
I!] Monb20EATENLC KNS MH1
@Y YnpaeneHra MOLy NAMK
& Loop
@) Loop S5L
@

PLXE

®-&-E-E-E-E-E-E

E-E-E

[«>]

Moayne: ModBus
g} TpaHcnopThl
[l gk TpaHcnopTHble npcrrom:_ [ Momows | Yansl ] OTUaT I
HTTP-peannaauna
CoBCTREHHBIA NpoToKO) Paamep oTuéTa: [ 100 H
o {iiodBus =
taat OTYeT:
gate Wed Apr 15 17:55:18 2009 RTU: testRTU' --= 1({Serialexkr)
=] J CEOp A aHHbIX Banpoc -=01 0300000005 8529
= Mogyne: OTeeT-=>01030a 0328 00 21 000000 0a 00 5daa 44
TpaHcnopTep noTou
= MoclBus Wed Apr 15 17:55:18 2002 RTU: Sarialtest() --= 1
testTCP Banpoc -=01 0300000005 8529
testATU OTeeT-=>01030a 0328 00 21 000000 0a 00 5daa 44
DCOMN knmenT

Wed Apr 15 17:55:18 2008 RTL: testRTU' --= 1(Serialexlar)
Banpoc -= 0101 00030006 4c Of
Cteet-=010101 0b 10 4f

Wed Apr 15 17:55:18 2008 RTL: Serialtest() --=1
Banpoc -= 0101 00030006 4c Of
Cteet-=010101 0b 10 4f

Wed Apr 15 17:55:17 2008 RTL: testRTU' --= 1(Serialexlar)
Banpoc -=01 0300000005 85c9
COteeT-=01030a 0328 00 21 000000 0a 00 &c 6b 84

Wed Apr 15 17:56:17 2008 RTL: Serialtest() --=1
Banpoc -=01 0300000005 85c9
COteeT-=01030a 0328 00 21 000000 0a 00 &c 6b 84

[« & | (1]

=]
‘E -

Puc.7. Briana «OT4€1» CTpaHHIBI MOIYJIS TPOTOKOJIA.
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3. Moayjb coopa JaHHBIX

Mopnyns cOopa TaHHBIX IPEIOCTABIISET BOZMOXXHOCTB ONPOCA M 3alMCH PETHCTPOB M OMTOB YCTPOHCTB
nocpeactsoM pexknuma npotokosnos TCP, RTU, ASCII u komanp 3ampoca 0x01 - 0x06.

3.1. KonTpoJiep 1aHHBIX

st noGaBienust uCTouyHMKa AaHHBIX ModBus co3maércst u KoHGUTypupyercss KOHTPOJIIEp B CHCTEME
OpenSCADA. Tlpumep BKiIaiku KOHGUTYpAIIMA KOHTPOJIJIEPA TaHHOTO TUIIA M300pakeH Ha PHUC.8.

1 OpenSCADA QTCfg: Jemo craHuws

Pl

dalin  PepakThporadne Bua  Momows  QTStarter

88000=% 4. 200 9@
|BM§ ,El,enm CTAHUNA

Konmponnep: testTCP

‘. Bast AaHHWX KouTponnep MapameTpu
[ BesonachoeTs
'i‘} TpaHenopTH — CoeToAHne B
laly TpauenopTHEE NpOTOKOAL Cratye: JanyweH. Beizos ¢ nepyvogom 1 c. Bpema cBopa ganHex 0.328 mc. Npoqwrano 10(0]
(=] J CBop AaHHB pervcTpos, 2(0) Guroe. Janucado O pervetpos, O Guroe. Ownbok coeguHeHWA O, zanpoca 0.
) Modyne:
[+ Wnw3s ncTouHHEDE AaHI Brniavew: [V
MdB'-'s 3anyweH: E‘
testRTU Bl koHTponnepa: ["." |Vl
DCON knnenT
SMMP knneHT 7 G I L
OBopyaoeanne ICP DA ID: testTCP
BnouHeil esuncnaTENE
H CBop AaHHWX cHE Nma:
3eyKoEad KapTa OnucaHue:

Nornuecknil yporeHe
BouncnuTeNe Ha java |
COop AaHHuX Siemens
Diamond nnaTe cBopa
[*. BuSnuomexa wabnowoa:

EH-E-E-E5-E5-6-E-E-E

| Apxnew
3] CreynansHue Brmauare: [¥]
@| ONb30EaTENLCKME MHTEPC FanyckaTh: D
®y ¥npaenexne mogynamn
- respgaras: [Summiee |
8 Leop S5L MpeanouTeHne HCNGMHEHHA: [{Elucnmﬁ YPOEEHE> |v]
PLGC

Tabnuua napameTpoE: [I‘u'lodElusF'lm_testT[:F'

MnaHnpoEaHHE ERYMENEHNA: [1 |v

¥poreHs NpHopnTeTa 2afavun clopa naHHe: _E
Modbus npotokon: | TCRIIP ﬂ o

Appec TRaHGNoOpTa: [Snnket.testl'u'ln:lElus |-rl

OfLeanHATE GPArMEHTs BaHHBIX @

[ (D]
[ ]

/DemoStation/sub_DAGImod_ModBusicntr_testT CP/%2fentr%2fst %2 fstatus 7

KD

Puc.8. Briragka koH(pUTYpauu KOHTPOJIIEpa.

C moMoIbI0 3TOH BKJIQJAKA MOXHO YCTAaHOBHTH!
+ CocrosiHue KoHTpoJiepa, a uMeHHo: Craryc, «Brmoduen», 3anymen» u uMmsa bJl, coneprxareit
KOH(HUTypaIHIo.
« Wnentuduxarop, MMs 1 OIUCaHNUE KOHTPOJLIIEpa.
+ CocrosiHHe, B KOTOPOE NEPEBOIUTH KOHTPOJUIEP MPH 3arpys3ke: «Briarouen» u «3amymnen».
« PeXuM TOpPH3OHTAJIBHOTO DE3EPBUPOBAHMS W  TNPENNOYTCHHE HCHOJIHEHHS JIaHHOTO
KOHTpOJLIEpA.
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«  VMs Tabauubl JUIsl XpaHEeHUs KOHQUTypaluy napaMeTpoB KOHTPOJUIEpa.

- Ilepuon u npuopuTeT 3a7a4u cOopa TaHHBIX.

- ModBus mportoxon, ucnonaszyemsiit i onpoca ¢uzndeckoro ycrpoictsa (TCP/IP, RTU wnn
ASCII).

« Ajpec MCXOIAILIETO TPAHCIOPTA U3 CHUCKA CKOH(PUTYPUPOBAHHBIX UCXOSIINX TPAHCIOPTOB B
noacucreme « Tpancnopte»y OpenSCADA.

« ModBus y3en naznauenus. B ciydae ¢ npotokonamu RTU u ASCII — 3T0 MHAMBUAYAIBHBIN
aapec pusnyeckoro ycrporictsa, a mpu TCP/IP — uaenTrduKaTop e IMHUIIBL.

- OObenunenue pparmeHToB peructpoB. Ctanmaptable pyHkH 01-04 MO3BOJISAIOT 3aMPOCUTH
Cpa3y HECKOJbKO CMEXHBIX pErucTpoB wWid OuTOB. Takas cCTpaTerus 4YacTto I03BOJISIET
ONTUMM3HPOBaTh Tpapuk. OFHAKO HYKHBIE PETUCTPBl HE BCETAA PACIHOJI0XKEHBI CMEKHO JPYr K
ApyTy, JAaHHasl OMIHMs TMO3BOJIsIeT cobuparh ux B Onoku 1o 100 peructpoB wimm 1600 6uros. K
YCTaHOBKE [AHHOIO IlapamMeTpa HYXXHO IOAXOAHUTb C OCTOPOXKHOCTBIO, IIOCKOJBKY HE BCE
YCTPOMCTBA MOJACP)KUBAIOT JOCTYI K PETUCTPAM MEXAY (pparMeHTaMHu.

- Bpems oxunaHus coelMHEHUS B MIUIMCEKYHJaX. YKa3bIBaeT NPOMEKYTOK BpPEMEHH, B
TE€YEHHE KOTOPOI0 0XKMJaTh OTBETA. B ciydyae ykazaHus HyJIEBOI'O 3HAUYEHHUS MCIIONb3YETCs BPEMs
OKUJAHMSI 10 YMOJIYAHHUIO B TPAHCIIOPTE.

- BpeMms BOCCTaHOBJIEHHS COEOUHEHMsI B CEKyHIaX. YKa3blBaeT IPOMEKYTOK BPEMEHHM IIO
HCTEUYEHUIO KOTOPOTO OCYILECTBIATh IOBTOPHYIO IOMNBITKY 3alpoca K paHee HEJOCTYIIHOMY
YCTPOMCTBY.

« Ilombrtok 3ampoca ansa mpotokosnoB RTU m ASCII. Vka3biBaeT Ha KOJMYECTBO IOIBITOK
MOBTOPEHMSI 3aIpoca B ClIyyae MOJyUYEHHs HETIOJIHOTO WIN MOBPEXKAEHHOTIO OTBETA.



15

3.2. [TapameTpsbl

Monyns cOopa [aHHBIX MPEJOCTaBISAECT TOJNBKO OJWUH TN mapamerpoB - “Cranmapt’.
JlonoaHUTENbHBIM KOH(QUIYPAalMOHHBIM IOJIEM MapaMeTpa JaHHOTO MoAyis (puc.9) sBisercs nepeyeHb
obOpabareiBaeMbIX aTpuOyTOoB(peructpoB ModBus). ATpuOyT B 3TOM NepeyHe 3alUChIBACTCS CIETYIOIIUM
obpazoM: <dt>:<numb>:<wr>:<id>:<name>.

I'ne:

dt - ModBus tun manubix (R-peructp, C-6ut, Rl-peructp Bxoma, CI-out Bxona). R u RI moryr
ObITh pacupensl cyppukcamu: 12-Int16, 14-Int32, {f-Float, b5-Bit5.

numb - HOMep peructpa win O6ura ModBus ycTpoiicTBa (IECATUYHBIN, BOCBMEPHYHBIA WK
MIECTHAAIIATCPUYHBIN ),

Wr - peXXHUM YTEHHsI-3aM1CH (r-4YTeHHe, W-3aIllUCh, TW-UTEHHUE U 3aITUCh);

id - npeatudukarop atpudyra OpenSCADA;

name - ums arpudyra OpenSCADA.

~.| OT OpenSCADA KoHMrypaTop =82
Pain  Penaktwpoeadwe  Bun  Nomows  QTStarker
= [ — 1 "
B8 O0C0C0O =X had L 200 0
ma B
| Mapametp: test
g SsL
#@ Cokern o MapameTp l ATpUEY ThI | Apxueaumns l
[ NocnegoBaTenbHbIA WH]
=} BxogHod TpaxciopT — COCTORHWE
Test ModBus Tun: std
=} BuixogHoi ToaHcnoy
Exlar Brniouen: [+
[} @ TRaHCNORTHBIE NPOTOKL — KoHthury pawus
HTTP-peannaauns
ID: test
CobocTeeHHbBIR NpoToKO)
= ModBus IAma: [
tast
2nucaHue:
= J CHOp L aHHbIX
= Mogyae:
TpaHcnopTép weToY
= ModBus
- testRTU L
test
Unidrive Brniodats: [+
DCOM KNMeHT MepeyeHb aTpWGY TOR:
SMMP knuent R:0:rregl:PerwcTp O
BRouHLIf BbIMMC MAT R:1:rregl:PerucTp 1
¥ Coop nakubix ¢ B:3:rw:req3:PervcTp 3
Seykoeas kapra R:4:rragdPerucTp 4 g
ﬂorwuscml?lypoaa;E P A
==

Puc.9. Briagka koH(purypamnuu napamerpa.
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B cooTBeTcTBUM € yKa3aHHBIM CIIMCKOM AaTPUOYTOB BBIMOJHSETCS ONPOC M CO3[aHHE aTPHOYTOB
napamerpa (puc.10).

- QT OpenSCADA KoHdurypaTop — | O

Pain  Pepaktupoeadwne  Buan  MNomows QT Starter
y = .| e =
8B 0QOAx Ll 206G 2
ma [i]
§ Mapametp: test
g SsL
@ o s | Apcmaun
=~ NocnenoeaTenbHblA KH
[ BxogHoi ThademopT ID: test
Test ModBus
O Buixoguod pademo) Vns: ’
Exlar Dnucadue:
[l @ TPaHCNOpTHbIE NPOTOKE
HTTP-peannzayna e
CoSCTEEHHBIA NpoToKon
=1 ModBus
test
El- | COop LaHHbx Ouwbka: g
B Mogyne: i Pervetp O 1000
TpaHcnopTep woToY
= ModBus PervcTp 1 33
- testRTU (cTmp— -
pa3 |20
test H
Unidrive Perwctp 4: 4502
DCON knmeHT Eur 2 On
[+ SMMP knuedt
Bl Bur 4. O
ENoUHBIA BbIYKC NAT
R CEOp LaHHBIX C Bur & On
ZeykoRan KapTa & Eur & (W)
Norudec ki ¥ poeer
ol AL

Puc.10. Bxnaaka atpubyToB mapameTpa.
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