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BBeneHnue

[Ipotokonm SNMP Obu1 pa3zpaboTaH ¢ 1EIbI0 TMPOBEPKH (HYHKIIMOHUPOBAHUS CETEBBIX
MapuIpyTU3aTopoB M MocToB B 1988 romy. BriocnenctBun cdepa neiicTBust mpoToKOIa OXBaTuiIa U
JpyTH€ CeTeBble YCTPOMCTBA, TaKhe Kak Xalbl, LUII03bl, TEPMUHAJIbHBIE CEpBEpa M Jaxe
YCTPOMCTBA, UMEIOIINE OTAAIEHHOE OTHOIICHHWE K CETH: MPUHTEpa, UCTOYHUKH OecrepeOoiHOTro
nutanust, PLC u 1.1. KpoMme TOoro, mpoTokon J0mycKaeT BO3MOXHOCTb BHECEHUS W3MEHEHUU B
(YHKIMOHUPOBAaHUE  yKa3aHHBIX  ycTpoiicTB. Ha  ganHoe Bpems  mporokon  SNMP
cra”aaptusupoBan kak RFC-1157, -1215, -1187, -1089.

JlaHHbIE MOIYNb MpPENOCTaBNIAET BO3MOXHOCTH COOUpAaTh HWHGOPMALKMIO Y PA3IUYHBIX
yerpoiictB o SNMP nporokonmy. Takxe MmomyiaeMm peanus3yroTcss (YHKIMH TOPU30HTAIBHOTO
pe3epBUPOBaHMUSI, @ UMEHHO COBMECTHOM paOOThI C yIaN€HHOM CTaHITUEH ITOT0-)KE YPOBHS.



1. SNMP

OCHOBHBIMH B3aUMOJICHCTBYIOIIUMHU «JTHIIAMU» ITPOTOKOJIA SIBIISIOTCS areHThl M CHCTEMBI YIIPABICHHSL.
Ecnu paccmatpuBath 3TH J1Ba TIOHATHSI HA SI3BIKE «KJIMEHT-CEPBEP», TO POJIb CEPBEpa BBIMOJIHSIIOT arcHTHI,
TO €CTh T€ CaMble YCTPOWCTBA, JUIS ONMpOCa COCTOSHHUS KOTOPBIX M ObUI pa3paboTaH MPOTOKOJ.
COOTBETCTBEHHO, pOJIb KJIMCHTOB OTBOJUTCS CHUCTEMaM YIPAaBICHUS — CETCBBIM NPUIIOKCHUSM,
HEOOXOIMMBIM 151 cOopa nHpopManuu 0 PYHKIIHOHUPOBAHUU areHTOB. [IOMHMO 3THX IBYX CYOBEKTOB B
MOJICIIA TPOTOKOJA MOKHO BBIJEIHTH TAK)KE €IIEC JBA: YIPABJISIOIIYI0 HH()OPMAIMIO M CaM MPOTOKOI
oOMeHa JaHHBIMU.

Best undopmanus 06 00beKkTax CUCTEMbI-areHTa COAEpPKUTCS B Tak Ha3biBaeMoil MIB (management
information base ) — 0a3e ympasmnstoniel nHpopmauuu, aApyrumu cinoamu MIB npezacrasiser coGoit
COBOKYITHOCTb 00beKTOB (MIB-niepemeHHbI€), TOCTYNHBIX JUIsl ONEpaLnii 3alIUCU-UYTEHUSI.

Ha nanubIii MOMEHT cyImiecTByeT ueThipe 6a3sl MIB:
1. Internet MIB — 0a3a naHHBIX OOBEKTOB JJIsi OOECICUYCHHsS] JAMATHOCTUKH OIIUOOK W
KoH(purypanwmii. Bkimodaer B ce6st 171 0o0bekT (B ToM ynciie u 00bexTsl MIB ).
2. LAN manager MIB — 6a3a u3 90 00B5eKTOB — apoJiu, CECCHH, OJIB30BATENHN, OOIIUE PECYPCHI.
3. WINS MIB - 6a3a 00bexT0B, HeoOxoaumbIx s pynknuonupoBanus WINS cepsepa.
4. DHCP MIB — 6a3a o0bekroB, HeoOxomumbix it ¢yHkuuonupoBanuss DHCP cepsepa,
CITy’KaIlero JJIsi AMHAMHYeCcKoro Bbienenus [P agpecos B cetu.

1.1. MIB

Bce nmena MIB umerot nepapxudeckyro cTpykTypy. CyliecTByeT 1ecaTb KOPHEBBIX aJIMACOB:

1. System — nannas rpynma MIB II comepxut B cebe ceMb OOBEKTOB, KaXAbIH W3 KOTOPBIX
CILY>KMT JUIsl XpaHeHus: uHpopManuu o cucteme (Bepcust OC, Bpemst paboThI U T.11.).

2. Interfaces — conepxkutr 23 o00beKTa, HEOOXOIUMBIX I BEIEHHUS CTATUCTHKH CETEBBIX
uHTepdeiicoB areHToB (kKonmuyecTBO wuHTepdeiicoB, pasmep MTU, ckopocTs mnepenauw,
dbu3ngeckue aapeca u T.1.).

3. AT (3 oObekTa) — OTBEHAIOT 3a TPAHCIALMIO aapecoB. bonee He wucnomb3yercs. bouia
BioueHa B MIB I. B SNMP v2 »sta undopmanus Obiia nepeHecena B MIB s
COOTBETCTBYIOLIMX MPOTOKOJIOB.

4. IP (42 obbekra) — paHHble O mpoxojsammx I[P makerax (KOJIMYECTBO 3alpoOCOB, OTBETOB,
OTOPOIIICHHBIX TTAKETOB).

5. ICMP (26 00bekToB) — wmHpOpMAIHS O KOHTPOJBHBIX COOOMICHUSX (BXOMSIINE/UCXOMISIINE
COOOIIIEHUS, OIUOKH U T.1.).

6. TCP (19) — Bce, 4uT0 KacaeTcss OJHOMMEHHOI'O TPAHCIOPTHOIO MPOTOKOJA (AJITOPUTMBI,
KOHCTAHTbI, COEIMHEHUS, OTKPBITHIE MOPTHI U T.I1.).

7. UDP (6) — ananoru4so, Toiasko it UDP mpoTokona (BXOIAIIHE/UCXOISAIINE AaTarpaMMbl,
IIOPTBI, OLLINOKK).

8. EGP (20) — nmammeie o Tpaduke Exterior Gateway Protocol (mcmoms3yercs
MapuIpyTH3aTOpaMu, OOBEKTHl XPaHAT WHGOPMAIMIO O MPUHSATHIX/OTOCIAHHBIX/OTOPOIIEHHBIX
Kajapax).

9. Transmission — 3ape3epBupoBaHa ais cnenuduueckux MIB.
10. SNMP (29) — craructuka mo SNMP — BXosmime/ucXo e NakeThl, OTPAHUYCHHUSI TAKETOB
0 pa3Mepy, OLIMOKH, TaHHbIE 00 00pabOTaHHBIX 3alIpOcax U MHOTO€ JPYyTroe.



1.2. Agpecauusn

Kaxxaplit u3 KOpHEBBIX aJIMAacoB MPEJCTABIISAETCS B BUJIE JAepeBa, pacTyiero BHu3. Hampumep, k aapecy
aJIMUHUCTpATOpa MOXXHO OOpaTUThbCA MocpeAcTBOM myTH: system.sysContact.0, ko BpemeHH paOOThI
cuctembl system.sysUpTime.0, k onmucanuio cucteMbl (Bepcus, sapo u npyras wadopmarms o6 OC) :
system.sysDescr.0. C apyroil CTOpoHbI, T€ K€ JaHHbIE MOTYT 3a/aBaThCsl U B TOYEYHON HOTanuu. Tak
system.sysUpTime.0 coorBercTByeT 3HaueHue 1.3.0, Tak kak system umeet unaekc “1” B rpynmax MIB 11,
a sysUpTime — 3 B uepapxuu rpymisl system. Hosb B KOHIIE TTyTH TOBOPHUT O CKAJIIPHOM THIIE XPAHUMBIX
JaHHBIX. B mponecce paboThl CUMBOJIbHBIE MMEHA OOBEKTOB HE MCIIONIB3YIOTCS, TO €CTh €CJIM MEHEKEp
3alpallvBaeT y areHra cojepxumoe mnapamerpa system.sysDescr.0, To B CTpoke 3ampoca cCbUIKa Ha
00BekT Oyzaet nmpeobpazoBana B “1.1.0”, a He OyIeT mepeaana «Kak ecThb.

B o0rieM, cymecTByeT HECKOIBKO CIIOCO00B 3amucH aapeca kK MIB-niepemeHHoiA:

« 1 Ilpsamas xogoBas aapecanus — “.1.3.6.1.2.1.1” (kopHeBo# anmnac System). [Ipu Takoi agpecanuu
kaxnas MIB nepemenHas koaupyeTcs UICHTU(PUKATOPOM, a IOJTHBIN aapec 3aliChIBAaeTCs B BUJIE
MOCIIE0BATEIHbHOCTH HIEHTU(DUKATOPOB pa3IeIEHHBIX TOUKOMW, ClIeBa Ha paBo. JlaHHas 3amuch
ajipeca sIBJISIETCS OCHOBHOM M BCe JIpyrue CrocoObl 3alIMCH MIPUBOAATCS K HEH.

« 2 IlonmHasi CMMBOJIbHASA, B COOTBETCTBUU C TIPEABIAYIIEH KOJOBOM —
“iso.org.dod.internet.mgmt.mib-2.system”.

« 3 Anpecanus oT KopHEeBoro anuaca — “system.sysDescr”. 4 Anpecarus ot 6a3sl MIB — «SNMPv2-
MIB::sysDescry».

1.3. BsamMmoageucreume

B SNMP knueHT B3auMoOJEHCTBYeT C CepBEpOM IO NPUHIMIYY 3arnpoc-oTBeT. Cam mo cebe areHT
CIOoCOOEH MHUIIMUPOBATh TOJIBKO OJIHO AEHCTBHE, Ha3bIBAEMOE JIOBYILKON npepbiBaHueM. [Tomumo storo,
BCE JICUCTBHS arcHTOB CBOAATCA K OTBETaM Ha 3aIIPOCHI, IOCHIIAEMbIE MEHEKEPAMH.

CymiectByer 3 ocHoBHbIe Bepcuu mpotokoda SNMP (vl & v2 & v3), koTopble HE SBISIIOTCS
comectuMbiMu. B SNMP v3 Brirouena noanepskka mudpoBanus Tpaduka, A 4ero, B 3aBUCUMOCTH OT
peanuszanuu, ucnonas3yrores anroputMel DES, MDS. D10 Beper k ToMy, YTO Ipu mepenaue Haubosee
Ba)KHbIE JaHHBIE HEJOCTYINHBI Ul MpOCHylinBaHusA. B kadectBe TpaHcmopTHoro mpotokona B SNMP
00b19HO Mcnonb3yercs mpotokon UDP, Xots, Ha camom nene, SNMP nmoanepkuBaeT MHOKECTBO JIPYTUX
TPAHCIIOPTHBIX ITPOTOKOJIOB HUKHETO YPOBHSIL.

1.4. ABTOpM3auumsa

Opnum u3 kmoueBbix noHaTui B SNMP siBnsiercst nonsitue group (rpymnmna). [Ipouenypa aBropusanuu
MEHeKepa MpeJICTaBIseT co00M MPOCTYI0 MPOBEPKY HAa MPUHAIEKHOCTh €ro K ONpE/eIeHHON IpyIie,
U3 CIMCKa, HaXOAsIerocs y areHta. Eciii areHT He HaxoJIuT Ipylnibl MEHEKEpa B CBOEM CIIHMCKE, MX
JlanpHeIee B3auMOoIeHCTBIE HEBO3MOXKHO. [10 ymMomuanuio uenomb3yroTes rpymnnsl: private u public.



2. MoayJnb

Janub1ii Moayns momaepkuBaeT padoty ¢ mporokosioM SNMP Bepcum 1. Ha Texymmii MoMeHT
nojepxkuBaercss Toiapko uyreHne MIB-napamerpoB. Kpome Toro, mepeuens tunos MIB-napameTpos
orpanndeH crimckoM: ASN OCTET STR, ASN INTEGER u ASN _COUNTER. Tlognepsxka ocTanbHBIX
TUIIOB U 3aIUCh IIJIAHUPYETCS B CIEAYIOIIMX BEPCHUSIX MOIYJIS.

2.1. KoHTponnep AaHHbIX

s noGasnenust uctounuka naHHbIXx SNMP coznaéress 1 KoH(UTypUpyeTcs KOHTPOJIEp B CHCTEME
OpenSCADA. Tlpumep BKIaiKu KOHGUTYpaAIMA KOHTPOJIJIEPA TaHHOTO TUTIA U300pakeH Ha puc.l.

i T Configurator of OpenSCADA: leMo cTaHUMWA

$ain  PepakTvpoeadwe  Bug  Nomows  QTStarter

880U R%X WL BOCL 22

|MMH .
5 @ Aewo crans Konmponnep: localhost

=
“ga @3Bl faHHbx KoHTponnep MapameTpsl

{/f, BesonacrocTs

.ﬁ

9 TpaHCMopThI —CocToAHWE [3
o TpaHCNopTHEIE NPOTOKONE CTaTyC. 3amywen. Bpema cGopa AaHHbIX 13.449 Me. [l
= EIJ ;gg;f‘:mbm BrntoueH: ||
LLnto3 MCTOMHWEDE gaH Jany weH: |E|
ModBus
DCOM KNMEHT Bl koHTponnepa: [*.* | v]
= SMMP knueHT
=l localhost ~ KorpurypaLy
system IC: jocalhost
BROYHEIR BEMMCIMTENE
KMma:

R CHop AaHHBIX cHCT
3BYKOBAA KapTa OnucaHwe:
NomYeckKi ypoeeHs
BbIMMCNMTENL Ha javar
Chop gaHHe!x Siemens
Diamond nnaTel chopa
Bubtnuomers WadnoHos:

[ ] Apxuebl

4 CreuansHoie Brmouate: | |
I!] MNonb3oBaTensCKME MHTEpE
@Y ¥npasneHue MogynAaMKM

B-&#-H-5EE-E

E-E-B

3anyckate: | |

g Loop PesepBWpoEaHue: [Ehu{nmuem |v]

. Loop S5L MpegnodTeHWE MENONHEHWA: [«:Eulcumﬁ YPOBEHE> |v]

" PLXE

" Met book Tabnuua napameTpos: [SNMPPrm_Iucalhust ]
Mepuop cBopa padHHex (e [10 I%]
YpoBeHb NPYopKTETAa 3a8a4K chopa gaHHb: [U I%]

Appec yoanéHHor xocTa: [Incalhust
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Puc.1. Briagka koH(GUTYpamuu KOHTPOJIEpa.



C noMouib1o 3TOM BKJIAAKHA MOXKHO YCTaHOBUTH:
+ CocrosiHre KOoHTpoiUiepa, a umeHHo: Ctatyc, «Bxmtouen», 3anymen» u ums bJl coaepxkarieit

KOH(UTypaIuro.

. I/I,HCHTI/I(l)I/IKaTOp, UM U OITMCAHUC KOHTPOJIICpA.

+ CocTosiHHE B KOTOPOE MEPEBOUTH KOHTPOJLIEP NPH 3arpy3ke: « Brimrouen» u «3amyIieHy.

+ Pexnm
KOHTpOJLIEpA.

TOPU3OHTAJIBHOT'O

pe3epBUPOBAHUS

U [OpCAIrovYTECHUEC

+ WM Tabnunel 1uis XpaHeHus: KOHQUTYpaluy apaMeTpoB KOHTPOJUIEpa.
« Ilepuon u mpuopuTtet 3ama4yn cOOpa JaHHBIX.
« Agpec ynan€HHOro XocTa, Ipymily JOCTYyNa U OrpaHUYeHHE Ha KOJIUYECTBO aTpUOYTOB B OAHOM

napamerpe.

2.2. NapamMmeTpbl

Monyne SNMP npenoctaBisieT TOJBKO OOUH THN napaMmerpoB — “Cranzapt’. JONOIHUTEIBHBIM
KOH(DHUTYpallMOHHBIM TIOJIEM TapaMeTpa JaHHOTO MOoAyis (puc.2) sBhsercs cnucok MIB-mapametpos,
BETKHU KOTOPBIX MMOAJIEKAT CUUTHIBAHUIO.
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Puc.2. Bknanka koHpUrypauuu napamerpa.
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B cootBeTcTBUM € ykazaHHbIM criuckoM MIB-mapameTpoB BBIIIOIHSETCS ONPOC UX BETBEHM U CO3AaHUE
aTpuOyToOB TapameTpa. B manmpHeiinieM BBIIOTHSAETCS OOHOBICHHE 3HAYEHHUH MapamMeTpoB. ATpPUOYTHI
MMEHYIOTCS B COOTBETCTBHM C KOJIOBOH anpecarueit MIB-mapamerpoB, B kauecTBe waeHTHPUKATOPA, U
aapecaruu ot 6a3sl MIB 00bekTOB, B UMeHU aTpudyTa (puc.3).
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Mapamemp: System

y Demo station
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SNMP rnuent
B localhost
)
BrouHbIN BBIMMCIMTENE | O uBka: 0

Cho
gmﬂaiﬂ;:::x FMET | SNMPv2-MIB::sysDescr.0: Linux roman.diya.org 2.6.25-std-def-alt6.M41.1
flomeckit yposers #1 SMP Thu Jul 17 20:26:22 MSD 2008 i686
CBop aaHHbIX Siemens SNMPv2-MIB::sysName.0: roman.diya.org
Diamond nnatei cBopa | gNMPy2-MIB::sysLocation.0: Right here, right now.

Gubnuomexa wabnoHos:
. SNMPv2-MIB::sysORDescr.1: The SNMP Management Architecture MIB.

O-@-F

[ ApxwBhbl
.;.,j CEIEL[MS]‘II:HI:IE SNMPv2-MIB::sysORDescr.2: The MIB for Message Processing and
[ Monb3oBaTENLCKUE UHTED Dispatching.
& YnpaeneHwe MogynamM SNMPvZ2-MIB::sysORDescr.3: The management information definitions
op for the SNMP User-based Security Model. T
hena SNMPv2-MIB::sysORDescr.4: The MIB module for SNMPv2 entities
SNMPvZ2-MIB::sysORDescr.5: The MIB module for managing TCP
implementations
SNMPv2-MIB::sysORDescr.6: The MIB module for managing IP and ICMP
O ] o) pmnlamantations

FFoman

Puc.3. Bxiranka atpu0yToB mapamerpa.
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