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BBeaenue

OPC (OLE for Process Control) - 3T0 ceMelcTBO MPOTOKOJIOB W TEXHOJIOTHH, MPEIOCTABIISIONINX
eANHBIN uHTepdeiic s ynpaBleHUS OOBEKTaMH aBTOMATH3AIMH U TEXHOJIOTUYECKUMHU TMPOIECCAMHU.
Cozpanne u mnomnepxkky cnenudukanuii OPC  koopauHupyeT MeXAyHapoJHasi HEKOMMepyecKas
opraum3anusi OPC Foundation, cozmannas B 1994 roay Beayumumu NPOU3BOJIUTENSMH CPENICTB
MPOMBIIIUICHHOW aBTOMAaTH3aI1H.

B Buamy Ttoro, uro 3HauutenpHOe BiusHue B opranusanuu OPC Foundation umeer koprioparus
Microsoft, mpotokonsr OPC 1o nocneaHero BpeMeHu ObLIM OJHOIMIAT(HOPMEHBIMU U 3aKPBITHIMHU, BBUY
NPUBS3KM K 3aKpbIThIM TexHonorusMm MS Windows. Ongnako, ¢ HenaBHUX mop opranuzanuein OPC
Foundation Obltu co3gansl Takue MHoromiaTgopmennslie uurepdeiicel, kak OPC XML DA u OPC UA.
HaunOonpmmii mHTEpec w3 HuUX mpencrasiser wuHTepdeiic OPC UA, kak yHupHUUOUpYIOIHNA Bce
UHTep(eNchl paHHUX BEPCHI B paMKax OTKPBITBIX U MHOTOIIAT(OPMEHHBIX TEXHOJIOTHII.

JanHblii MOIynb peanusyeT noaaepxky unrepgeiica u nporokona OPC UA kak B Bue KIMEHTCKOTO
cepuca, Tak u B Buiae ceppepa OPC UA. Knuenrckuii cepsuc OPC UA peanusyercss 0AHOMMEHHBIM
MojyseM nmojcucteMsl "COop AaHHBIX'", a cepBep pean3yercs MoaysieM mnojacucteMsl "IIpoTokoms”.

B Texymieit Bepcun AJaHHBIX MOIYJIEH peau3yloTcsi OMHapHAas 4acTh MPOTOKOJIa U 0Aa30BBIE CEPBUCHI B
HeOe30MacHOM pexuMe U Oe30macHbIX pekuMax nonutuk "Basel128Rsal5" u "Base256". B mocnenctsuu
TUTAHUPYETCS pacmupenue Moayns it padotsl uepe3 HTTP/SOAP u peanusanuu ocTaabHBIX CEPBHUCOB
OPC UA.

Xota npotokosn OPC UA wu aBnsieTcs MHOToIIatopMeHHbIM, ero cneundukanus 1 SDK He sBistoTcst
CBOOOJIHOZOCTYITHBIMH, a TPEIOCTABISIOTCS ToJIbKo wieHaMm opranusanuu OPC Foundation. Ilo stoit
NPUYMHE pealn3alus JaHHbIX MOAYJIEH CTOJIKHYJIACh CO 3HAYUTEIbHBIMH MPETATCTBUSIMU U IPOOIeMaMH.

Bo-niepBbix, npotokon OPC UA cnoxeH u peanuzaiusi ero BooOmie 0e3 crnenudukanuu KpaitHe
Tpyaoémka. [lo 3Toit mpuuuHe pabOTHl HaJl JAHHBIMU MOAYJISIMH JOJTO€ BpeMsl HE HaUYMHANACh, U TOJIBKO
Onmarogapsi CHOHCOPCKOW momoIiu oaHoN u3 opranusanuii-awieHa OPC Foundation nmpoektr OpenSCADA
nostyur1 TokyMeHTanuio crienudukanun. [Ipu atom SDK n ucxogusie Tekctet ANSIC-API npotokona
OPC-UA mnonyueHsl He OBUIM [0 MPUYMHE HECOBMECTUMOCTH ux ymieH3uu ¢ GPL wu, kak cnenctBue,
MOTEHUUAIbHON YIrpO3bl HAPYILIECHUS JTULEH3UU IpU paboTe ¢ UCXOJHBIMU TEKCTaMH, YTO MOTIJIO IIPUBECTU
K MOCIEAYIOIUM IOPUANYECKUM TpodIeMaM Mpu CBOOOAHOM pacIpOCTPAHEHUN JaHHBIX MOIYJIECH.

Bo-BTOpBIX, gake HaM4YUe CHCHU(HUKAINN HE TIO3BOJSET PEUIUTHh PSJI TEXHHUYECKUX BOMPOCOB 0e3
IpuUMepa peai3aiiid 1 BO3MOXKHOCTH MPOBEPKU Ha pabodeM mporoTune kiueHta u ceppepa OPC UA.
Hanpumep, IMEHHO TEXHUYECKHE OCOOSHHOCTH Peau3allii aITOPUTMOB CUMMETPHYHOTO MU(POBAHUS U
MOJTyYEHUS KITF0YeH JIsl HUX HE MMO3BOJIMIIN Pealn30BaTh MOAJEPKKY MOJUTUK OE30MMacCHOCTH cpasy.

Jnst otnagku (QyHKIIMOHMPOBAHUS MOIyJel ObUIO MCTHOJb30BaHO AeMoHcTpanuoHHoe [1O dupmer
Unified Automation B cocraBe OPC UA wimenta - UA Expert u cepepa - OPC UA Demo Server, u3
nakera SDK.



1. lIporokoa OPC UA

OPC UA - 1o mnatdopMo-HE3aBUCUMBIN CTaHAAPT, C MOMOIIBIO KOTOPOTO CHUCTEMBI M YCTPOWCTBA
Pa3IMYHOTO THIA MOTYT B3aUMOJIEHCTBOBATh MyTEM OTHPABKU COOOIIEHUH MEXIy KIMEHTOM H CEpBEPOM
yepe3 paznudHbie TUIBI ceTel. [IpoTokon moaaepxuBaeT 0€30MacHOe B3aUMOICHCTBUE IMTyTEM BaJIUIAIIAN
KIIMEHTOB M CEpBEpOB, a Takxke mpotuBojeiicTBus atakaM. OPC UA ompenensier nonstue CepBHCHI,
KOTOpBIE CepBEpa MOTYT MPEJAOCTABIISATh, a TAKXKE CEPBUCHI, KOTOPBIE CEpBEP MOACPKUBAET JIJISl KIIUEHTA.
Nudopmanus nepemnaéress B Buae TUNOB JaHHBIX, onpenenéHHbix OPC UA u nmpousBoguTeneMm, Kpome
TOTO CepBEpa OMPEACNAOT OOBEKTHYI MOJENIb, IS KOTOPOH KIMEHTBI MOTYT OCYIIECTBIIATH
JTUHAMHAYECKHI 0030D.

OPC UA mnpenocraBisieT COBMEILIEHHWE HHTEIPUPOBAHHOIO aJPECHOTO0 MPOCTPAHCTBA M CEPBUCHOM
MOJIeTH. DTO IMO3BOJISIET CEpBEPY MHTETPUPOBATH NaHHbIe, HapymieHus (Alarms) u coOweitus (Events),
HUCTOPUIO B 3TOM aJpPECHOM TMPOCTPAHCTBE, a TaKKe MPEIOCTaBIATh JOCTYIl K HUM MOCPEACTBOM
WHTErPUPOBAHHBIX CepBUCOB. CEPBUCHI TAKIKE MPEAOCTABIISIOT UHTETPUPOBAHHYIO MOJIENIb O€30MaCHOCTH.

OPC UA mno3BoJiIeT cepBepaM MPEIOCTaBIATh JJIs1 KJIMEHTOB ONpPEACNICHUS TUIOB, U JOCTYyNa K
oOwekTaM u3 anpecHoro mpocrpancTBa. OPC UA pomyckaeT MpenocTaBl€HHE NaHHBIX B Pa3iIHMUHBIX
dbopmarax, BKiIrO4Yasi OMHapHBIE CTPYKTYpbl 1 XML-nokymeHThl. Uepes afpecHoe mpoCTPaHCTBO KIMEHTHI
MOTYT 3alpPOCUTH Y cepBepa METaJaHHbIE, KOTOPHIE OMUCKHIBAIOT OpMAT TaHHBIX.

OPC UA pnoGaBnser moaepKKy MHOXKECTBEHHOW CBSI3HOCTH MEXAY Y3JaMH BMECTO IPOCTOTO
OTPaHUYEHUS] MEepPapXUUYHOCThIO. Takas TrMOKOCTb B KOMOMHALIMU C OIpPEACIIEHMEM THUIIOB I103BOJISET
npumensaTs OPC UA s pemieHus 3a1a4 B IUPOKOH MpoOIeMHOM 001acTH.

OPC_UA cripoexTupoBad AJisg o0ecriedeHus: HaiéKHOM BbIaun JaHHBIX. OCHOBHAs OCOOCHHOCTh BCEX
OPC cepBepoB - cmoCOOHOCTD BBIAABATh TAaHHBIC U COOBITHUS.

OPC _UA cnpoexkThpoBaH [Ijs MOAJAEPKKH IIUPOKOTo JauanazoHa cepBepoB, oT mpoctbix [IJIK no
INPOMBIIIJICHHBIX CEPBEPOB. OTH CEepBEpa  XapaKTEepPU3YIOTCS IIMPOKUM CHEKTPOM  Ppa3MepoB,
MPOM3BOIUTEIBHOCTH, MIaT(HOPM HCHONHEHUS U (yHKUHOHAIbHOU &mkoctu. Crnenosarensno, OPC UA
OINpesieNIAeT HCYEPIbIBAIOIIEE MHOXKECTBO BO3MOXKHOCTEH, M CEpBEp MOXKET HUMIUIEMEHTUPOBATh
MOJMHOKECTBA JITHX Bo3MoxkHocTe. J[lna obecneuenuss coBmectumoctn OPC UA  onpexpensier
MOJIMHOKECTBA, MMeHyeMmble [IpoduiisimMu, KOTOpble cepBepa MOTYT YKas3blBaTh JJIsl COTJIACOBAHUA.
KnueHTsl MOTyT B MOCIIEICTBUM BBINOJIHATH 0030p npoduieil cepepa U npoOpackiBaTh B3aUMOAECHCTBHE
C CepBepOM, OCHOBAaHHOM Ha TPOQHIISX.

OPC UA cnemnudukamus CIpOSKTHPOBaHA KaK SIAPO B CJIOE, W30JMPOBAHHOM OT IOJUICKAIINAX
KOMITBIOTEPHBIX TEXHOJOTHH M ceTeBBIX TpaHcrmopToB. D10 mo3Bossier OPC UA mnpu HEoOX0IUMOCTH
paciupsThcsl Ha OyAyliue TEeXHOJOTuu Oe3 OTTOP)KEHUsS OCHOBbI nu3aiiHa. Ha naHHBIH MOMEHT
cneurpuKkanueil ompeneneHsl ABa crnocoba koaupoBaHus gaHHbIX: XML/text 1 UA Binary. B
JIOTIOJTHEHUE, OTIpeIeIcHO JBa Trra TpancnoptHoro ciosi: TCP u HTTP/SOAP.

OPC UA cmopoektupoBaH Kak pemeHue s murpauuu ¢ OPC KIMEHTOB M cepBEpOB, KOTOpPbBIE
ocHoBanbl Ha Microsoft COM texnonorusx. OPC COM cepsepa (DA, HDA u A&E) Moryt OBbITh JIerko
otpaxkeHsl B OPC UA. IIpou3BoauTenn MOTYT CaMOCTOSITEILHO OCYIIECTBIIATh TAKYI0 MUTPAIUIO WJIU K€
PEKOMEHIOBATh MOJIB30BATENSIM UCIIOJIB30BaTh OOEPTKU U KOHBEPTOPHI MEXKIY 3TUMHU MpoTokonamu. OPC
UA yHuGuUUpyeT Npeaplayliie MOAEIU B €IUHOM aJPECHOM MPOCTPAHCTBE C €IUHBIM MHOXKECTBOM
CEPBHCOB.



2. MoayJb peaju3anyuu NPoToKoJaa

Moaynbs mpoTOKOJIa COAEPKHUT KO peanu3anuu npotokonbHo yactu OPC UA kak st KIIMEHTCKOTO,
Tak U s cepBepHoro cepBucoB. [ns moctpoenuss OPC UA cepBepa 10CTaTOYHO CO37aTh BXOISAIIUN
Tpancnopt, 00sraHO 3T0 TCP-Tpancnopt moayns Sockets, 1 BEIOpaTh B HEM MOJYJIb JAHHOTO MTPOTOKOJIA,
a TaKke CKOH(MUTYPUPOBATH XOTS Obl OJJMH KOHEYHBIN y3ell MOAYIIS MPOTOKOJIA, O YEM HUXKE.

2.1. O6cayxuBanue 3anpocos no nporokoay OPC UA

Bxopsmue 3anmpockl K MOIYJIIO-NIPOTOKONY 0OpabaThIBaroTCs MOJAYJIEM B COOTBETCTBHM  CO
ckoH(purypupoanusiMu KoHedHbIME y31aMu OPC UA (EndPoints) (puc.1).
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Puc.1. Koneunsle y31bl IpOTOKOJIA.

Koneunsrit yzen npotokosna OPC UA - sto daktuuecku o0bekT cepepa OPC UA. Koneunsle y3ibl B
OPC UA moryT ObITh KaK JIOKaJbHBIMH, TaK U yIalIEHHBIMU. JIOKaIbHBIN KOHEUHBIN y3el NpeHa3HaueH
st npenoctaBieHus: pecypcoB cranmuun OpenSCADA mno nporoxkonry OPC UA, B TOXe Bpems
ynajaéHHble KOHEYHbIE Y3JIbl CIYXKaT JJIsl BBIMOJIHEHUs Kak cepBuca 063opa goctynHbix OPC-UA y350B,
TaK W JJIs IUII030BAHUS 3alIpOCOB K yNAJIE€HHBIM CTaHLUMAM. B naHHON BepcuM MOy MOAJEPKUBAETCS
TOJIbKO KOH(QUTYpaLKs JOKAJIbHBIX KOHEUHBIX y3JI0B.

OO6mast KoH(UTrypaluss KOHEYHOTO y3/1a OCYIIECTBISIETCS Ha IJIaBHOM BKJIAJIKE CTPAHUIbI KOHEUHOTO
y37a (puc.2) mapaMeTpamMu:
« CocrosiHue y31a, a UMEHHO: cTaTyc, "Brmouen" u ums bJl, conepkarueit koHdurypanuto.
«  Wpentuduxarop, UMs U ONMCAHUE y37a.
« CocTtosiHHE, B KOTOPOE MEPEBOIUTH y3€I Mpu 3arpy3ke: "Briatouen".
+ Tun xonupoBanus nporokosa. Ha naHHBIN MOMEHT 3TO TOIbKO "buHapHBINA".



« URL kxoHe4HOI TOYKH.

+ Ceprtuduxkart cepsepa B popmare PEM.
+ IlpuBatssiii kimt04u B popmare PEM.

+ ITlonautuku 6e30macHOCTH cepBepa.
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MpreaTHEIA kKN4 cepeepa (PEM):
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Puc.2. I'naBHas BKjIajKa CTpaHMIBI KOHEYHOTO y3J1a.



3. Moayjb coopa JaHHBIX

Mopyne cOopa JaHHBIX MPEIOCTABISIET BO3MOXKHOCTH ONpoca W 3amucu arpuOytoB 3HadeHus1(13)
y3noB tuna "[lepemennas".

3.1. KonTpoJiep 1aHHBIX

st no6asnenus ucrounrka gaHHbIX OPC UA co3naércst u KoHQUTrypupyeTcsi KOHTPOJUIEp B CUCTEME
OpenSCADA. Tlpumep BKiIaiku KOHGUTYpaAIIMA KOHTPOJIJIEPA TaHHOTO TUIIA M300pakeH Ha puc.3.
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Puc.3. Briragka koH(GUTYpauu KOHTPOJUIEpa.

C momo1IpIo ATON BKIAJAKU MOYKHO YCTAHOBUTH:
+ CocrosiHue KoHTpoiUiepa, a umeHHo: Cratyc, "Brmtouen", 3anymen" u umsa b/, conepxarieit
KOH(UTYpaIHIo.
«  Wnentudukatop, UMs ¥ OMHCAaHNE KOHTPOJLIEPA.
+ CocTtosiHHE, B KOTOPOE MEPEBOAUTH KOHTPOJUIEp TIpH 3arpyske: "Brirouen" u "3amymen".
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« PexuM TrOpU30HTaNbHOTO PpE3EpPBUPOBAHUS M IPEANOYTEHUE HCHOJHEHUS JaHHOIO
KOHTpOJLIEpA.

+  HMms tabnuipl 171 XpaHeHUs: KOHQUTypalyuy napaMeTpoB KOHTPOJUIEpa.

« IlapameTpsl IIIaHUPOBILMKA UCTIOIHEHH 3a1a4u cOopa U €€ MPUOPUTETHOCTD.

 Ilepuon cuHXpoHU3aIMH KOH(PHUTYpanuud aTpuOyTOB MapaMETPOB C YNAIEHHOW CTaHIMEH, a
TaKXe BpeMsl TIOBTOPA MOMBITOK BOCCTAHOBJICHUS TOKITIOUEHHS.

« Azpec UCXOIAIIETO TPAHCIIOPTA U3 CHHMCKA CKOH(PUTYPHUPOBAHHBIX UCXOASIINX TPAHCIIOPTOB B
noacucteme "Tpancroptel" OpenSCADA.

« URL koHe4HOro y311a y/1ajn€éHHON CTaHLINN.

+ TlonuTnka 6€30MaCHOCTH U PEKUM 0€30MTaCHOCTH COOOIICHHUS.

+ Ceprudukar KIMeHTa U NpUBaTHLIN Kito4 B popmate PEM.

« OrpannyeHue uymciaa arpuOyToB B MapaMeTpe, IS pPEeXUMa HMMIIOPTa BCEX aTpUOYTOB
MPUHAAJISKALIUX OOBEKTY.

C nenpio obserueHus UACHTU(UKAIMH Y3JI0B Ha yIAIEHHONW CTaHLIMH, a TaK)Ke BEIOOpA UX JIUIsl BCTAaBKU
B IapaMeTpe KOHTpoJJIepa, B OObEKTe KOHTpoJUIepa IMpelyCMOTpEeHa BKJIaJKa HaBUTALMU IO y3JaM
yIAIEHHOW CTaHLUH, I7I€ MOXHO IPOMUTH MO A€pPEBY OOBEKTOB M O3HAKOMUTCS ¢ UX aTpudyTamu (puc.4).
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Puc.4. Brxianka "OG630p y3710B cepBepa’ CTpaHUIIBI KOHTPOJUIEpa.

3.2. [TapameTpbIl

Mopayns cOopa MaHHBIX TIPEAOCTaBIsACT TOJABKO OAWH TUI mapameTpoB - “CraHmapt’.
JloToTHUTETHHBIM KOH(MUTYPAIIMOHHBIM TOJIEM MapameTpa JAaHHOTO MOAYIS (PHC.5) SBIsETCS MepeveHb
y3110B OPC UA. ATpuOyT B 3TOM IepEUHE 3aMMChIBACTCS CISAYIONTUM 00pa3oM: [ns:id].



I'ne:
ns - 00J1aCTh UMEH, YHCIIOM; HYJICBOE 3HAYCHHE MOYKET OBITh OIYIIICHO;
1d - unenTUdUKATODP Y3714, YUCITIOM, CTPOKOH, cTpokoi OaiT wim GUID.

ITpumep:
84 - KopHEBast IUPEKTOPHS;
3:"BasicDevices2" - y3en 6a30BbIX YCTpOICTB B 00;1aCTH UMEH 3 U B BUJIE CTPOKHU;
4:"61626364" - y3en B o0nmacti UMEH 4 U B BUJIE CTPOKH OailT;
4:{40d95ab0-50d6-46d3-bffd-f55639b853d4} - y3en B obmactu umén 4 u B Buae GUID.

fio 1 OpenSCADA QTCfg: demo craHumA

dain  PepaktvMpoeadue  Bua  Nowmowe QTStarter
BBGO@#E( 200 29
F lNapameTp: test
3 ,El,er«m CTaHLHA
: £ 0 Basel aanneix Mapametp | ATpUBYTEI | ApxXMEALNA ]
- i BesonacHocTe
;} TpaHcnopTel — COCTOAHME
'HI TpaHcnopTHEIE NpOT Tun: std
El- | CBop manHbIx
Eh Mogyns: BrnroueH: v
Fl- LM 3 WCTOYHMKD
.. ModBUS . ~KoHdurypaugma
5----DCDN KAHEHT o8 ID: test
E SMMP knuedT
"'DEGP?,EI,GEIEIHHE I Wma: [
[ BnodHEli BbMmcn OnNMCaHHe !
E- ¥eTpoiictea ACK)
R Chop DaHHBI
£ OPC UA
i [E-test
- 36ykoBan KapTa
--J'Iornqecr:nﬁ YPOE Brnro4ate: IE|
BEl4MCAMTENE Ha = e
- Chop aanHeIx Sit
El- Diamond nnaTel 4:"Counterl”
[F Ewbaworera wabnoH 4:"AnalogStatic/StaticAnalogFloat”
Gl [ Apxueel E 2259
. -
[ ]
E| raman

Puc.5. Bknanka koHpurypamnuu napamerpa.
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B cooTBeTCTBHYU € yKa3aHHBIM CITUCKOM Y3JI0B BBITIOJHSCTCSI OIPOC M CO3J]aHKUE aTpUOYTOB Mapamerpa
(puc.6).

et 0 OpenSCADA QTCfg: Dewmo cTaHuWa

Taiin  PepakTMpoBadve  Bwa  Nomowe QTStarter
1 E"’ -
8BO00O0== Lkl 200 29
Mma il .
: lapameTp: test
Ei Llemo cTaHumna
B2 g
g Bazel DaHHbx Mapametp ATprbByTEI ApxvBaULmnA
: EB BesonacHocTe
9 TpaHcnopTel ID! test
[}~ @l TpaHcnopTHEIE NpoT
Elﬂ CHop OaHHBIX ULEE [
= Moayns: DnucaHue:
- Wntas neTauHnKg
G ModBUS
=~ DCON knveHT
[ SMMP knneHT
E- OfopynoeaHme I
[t BRoYHBIA BBIHMCT
TETWHCTE'E ACKY | Ownbra: px0: Qwnbkn arpubyTos :0x0:0x0:0x0
Chop OaHHBL -
5 OPC UA Counteri: |5687 B
. [Cl-test StaticAnalogFloat: [D ]
test
F-3BykoBan kapTa AT I
- Norndecknid ypoe
- BeldncnuTente Ha|a
[t COop AaHHbIxX Sidw
oEEm b ac

Puc.6. Briragka atpu0OyToB mapamerpa.
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4. 3amMeuyaHus

B mpomecce peanmuzaruu momayneit momanepxkku OPC UA Oblm oOHapyKeH psii HECOOTBETCTBHIA
opunmansaoro SDK co cnenudukamueir OPC UA:

-« OPC UA Part 6 Ha crpanune 27 COAEPXKHUT H300pa)k€HUE Ipolecca PYKOIMOXKATUS IS
YCTaHOBIICHHsI Oe30macHOro Kanama. IlakeT co3maHMsi cecCHMHM, HMCXOMAs M3 3TOrO Mpolecca,
MOJIMCHIBAETCS KJIMEHTCKUM CUMMETPUYHBIM KIIFOUEM, a KoaupyeTcsa cepBepHbiM. Ha camoMm nerne
Y TIOIHCH ¥ MIM(POBAHNE OCYIIECTBISETCS CEPBEPHBIM KITIOUEM.

- OPC UA Part 4 na ctpanuue 141 conepXuT omucaHWe CTPYKTYphl AAHHBIX IHOJIUCH, Tl
MepBbIMU HMIYT JaHHbIE TOANKCH, a 3aTeM CTpoka anroputma. Ha camom nene peanu3oBaH
00paTHBIN MOPSIOK.
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